Mobile computing has become one of the most dominant computer use paradigms and an essential part of the modern healthcare environment. As these applications become more sophisticated, a trend will inevitably develop towards providing comprehensive support for healthcare practitioners. In this paper, we propose a novel mobile healthcare platform for the visualization and management of patients' medical reports, named MyHealthCloud. The research offers a new patient driven approach to store, retrieve and share medical reports for patients and doctors. This new platform maximizes the benefits of mobile health technology by providing a better way for healthcare professionals to share information with their patients efficiently and effectively. This research empirically validates the usability of the proposed approach and clearly demonstrates its usefulness, providing details of the empirical study conducted with end-users in a real environment at various hospitals.
INTRODUCTION
An electronic health record (EHR) is a real-time, patient-centric medical record that makes information available instantly and securely to authorized users.
The objective of this research is to improve communication between patients and the health care sector by creating an efficient and secured mobile platform for the viewing and self-management of EHRs by patients, as well as patient-doctor or patient-caregiver EHR sharing. The growing rate of mobile medical applications and increased pressure on the health care sector for the adoption of Electronic Health Record (EHR) systems justifies the need to conduct research in this field.
In this paper, a novel platform is proposed for patients to view and self-manage their EHRs on a mobile device using MyHealthCloud, as opposed to other possible medical report management methods such as paper based record keeping.
MyHealthCloud will not only allow a patient to receive medical reports, but he/she can also share them with doctors and other caregivers. In this way, we can not only save the doctor's time but also the patient's time, money and effort.
Using a patient-driven approach, we are "flipping the paradigm" by involving the patients in the decision making with respect to managing their EHRs by giving the patients access to their EHRs and letting them share those medical reports with a doctor or other caregiver as needed.
The following research questions are investigated in this research:
1. Will patients', doctors' and caregivers' satisfaction be increased by viewing and self-managing medical health reports on a mobile device via a secured platform? 2. Will patient-doctor and patient-caregiver communications be enhanced via mobile devices by providing a medical reports sharing option?
Based on the research questions above, the following hypotheses are to be specifically tested in this study: The rest of the paper is organized as follows: section 2 explains the background of mobile technology integration in Health care and surveys the published work related to Health Cloud Technology. Section 3 describes the prototype created and used as a proof of concept. Section 4 explains the empirical studies conducted in this research. The results obtained from the empirical study with the doctors and general public are presented in Section 5. The paper is concluded in section 6 with a summary of contributions and future work directions.
RELATED WORK
This section contains a brief review of the related work.
In [1] the authors discuss different types of risk that medical use of mobile technology may contribute to, and scenarios where these may arise, one of them being the poor quality of patient data. The authors also developed a simple yet useful generic framework that app users, developers, and other stakeholders can use to survey the reasonable risks presented by a particular application in a particular context. This ought to help application managers, developers, and users to oversee risks and enhance patient safety [1] .
The limitations of paper-based medical records as compared to Electronic Health Records (EHRs) are addressed in [2] . The study shows that EHRs permit a simple path through a patient's entire medical history. Another important positive characteristic is that the record is accessible 24 hours a day, seven days a week and does not require a representative to pull the graph nor additional space to store it.
In [3] , the importance of electronic health record (EHR) technology for aggregating data and health information is explained with respect to comparative effectiveness research (CER) and healthcare learning.
In [4] , the Internet of Things and Cloud Computing were used to develop an Android platform based portable medical application 'ECG Android App'. It furnishes the patient with visualization of their Electro Cardiogram (ECG) waves at run time and useful information logging in the background. The issue that the makers of the ECG Android App had to face was the tremendous amount of information generated by the sensors in the form of unstructured data. The authors discussed the advantages and disadvantages of the proposed centralized architectural design pattern for this application [4] .
In [5] , a graphic-based, image-based and symptom location-based EMR visualization system was proposed. The system is integrated with a minimal amount of textual data and simple navigation.
In [6] , the paper explains the cloud computing concept and its current place in health care, and uses 4 aspects (management, technology, security, and legal) to evaluate the opportunities and challenges of this computing model.
The approach proposed in this research differs considerably from the related work: MyHealthCloud will not only allow users to receive and manage their EHRs on their mobile devices wherever they go, but it also will let them share those reports with physicians and caregivers as needed.
Prototype of MyHealthCloud
Currently a very small number of healthcare practitioners make use of EHRs not only in Quebec, but across Canada. The reasons for this are varied, with concerns about privacy, implementation costs, and data security often cited [7] .
This section focuses on core processing and design of MyHealthCloud and its integration with Electronic Health Records (EHRs). MyHealthCloud helps patients and doctors view and manage electronic health records (EHRs) on a mobile phone. This platform provides other options as well like sending an emergency SOS message to a doctor, caregiver, friend or family member. It also allows users to share their medical results and get feedback from their doctors without waiting for an appointment. With MyHealthCloud on their mobile, users can even travel to foreign countries with the comfort of knowing that they have their complete medical history in their pocket.
MyHealthCloud Workflow
MyHealthCloud will be a secured and free-of-cost platform for patients to receive and manage their medical reports in the form of Electronic Health Records (EHRs). The workflow of the proposed approach shown in Figure 1 differs slightly from the typical process described in [8] as explained below:
Assuming that both the doctor and patient are registered on MyHealthCloud, the patient goes to a hospital for a medical test on the advice of his/her doctor. After the test, the patient returns home and waits for the report. The hospital generates the report and sends it to the doctor. The doctor sends the test results report to the patient using his MyHealthCloud ID directly on the patient's mobile phone instead of waiting for the next appointment, as it is usually done in a typical process [8] . Thus, MyHealthCloud is not only saving the patient's time but also the doctor's.
Mobile User Interface Design
The Mobile User Interface (MUI) of the prototype was designed to meet the requirements of users of all ages according the UI design guidelines provided by the Apple Developers Program [9] . Patients and doctors are presented the same interface. The The Splash Screen is the loading screen of the prototype ( Figure  2 ). The Registration Screen is the first screen of the registration process. It asks the user for his/her name, gender and an optional profile picture. This is followed by the Phone Number Screen which asks the user for the phone number and country code to which the medical reports will be sent.
The Report Detail Screen illustrated in Figure 3 can display any type of EHR, such as an X-ray report, a discharge sheet, a consultation paper, or routine check-up data or any other type of EHR. The Send To Screen shows up when the upload/share button is tapped on the report detail screen. It allows the user to select the contact with whom he/she wants to share that report from a list. The Messages Screen shows the user's message history.
A user can open the chat screen, edit the list, add a new contact or go to the reports or settings screen.
The main paths between the prototype's 22 screens are depicted in Figure 4 
USABILITY STUDY
We designed and conducted a study to evaluate the usability of the MyHealthCoud prototype and to test hypotheses H1, H2 & H3 in order to answer the research questions listed in section 1.
Given our goal of investigating the opinions of paramedical practitioners and the general public about online access to EHRs, we recruited 20 participants from the general public; these were of mixed gender, under and over 30 years old, all smartphone users, half with a medical background. In Quebec, most people do not have access to their test reports and thus do not manage their medical history themselves.
We presented the MyHealthCloud application to participants and asked them to use the prototype to perform some tasks and share their experiences with the test facilitator. To simplify testing, all participants (both with and without a medical background) were asked to play the role of patient. On completing the tasks, participants filled a questionnaire. For this, the Usability Metric for User Experience (UMUX) [10] was chosen due to its reliability and short length. UMUX is a standard set of four Likert-scale questions and the UMUX score provides a single value representing a composite measure of the overall usability of the system being tested. To this we added three questions pertaining to our hypotheses, giving the questions Q1 .. Q7 listed below:
Q1. The app's features meet my expectations.
Q2.
Using this app is a frustrating experience.
Q3.
The app is easy to use.
Q4. I have to spend too much time correcting things with this app.
Q5. It is very easy to view my medical reports on this app. Q7. I like the way this app lets me communicate with doctors and caregivers.
UMUX questions use a scale of 1 to 7 where 1 corresponds to Strongly Disagree and 7 to Strongly Agree. Given an answer 'x' to a given question, the answers to positive questions are recoded [x-1] and negative questions [7-x] . The UMUX score is calculated by summing the recoded answers, multiplying this sum by 100 and then dividing by 24, resulting in an overall score from 0-100. This overall score has been shown to provide a reliable assessment of overall usability [10] . For consistency, the same 7 point scale was used to rate the additional questions.
DISCUSSION OF THE RESULTS
The majority of participants completed the test session without difficulty. Due to privacy concerns, many doctors did not record their session. A few participants had difficulty with the technology but everyone was able to complete the session. No participant required specific help with any of the tasks and numerous suggestions were made for improving the prototype.
The UMUX mean score for the overall system is 82%, indicating that most of the participants had a very positive reaction with regards to usability. The mean score for each question is listed below, and the individual scores are presented in Table 1 : With regards to the questions concerning the hypotheses, the answers were not recoded as they are not part of UMUX.
Following is the MyHealthCloud Mean Score for the additional three (3) questions pertaining to our hypotheses:
The results of testing our research hypotheses are presented next.
Assessment of Hypothesis H1
The first hypothesis: "Patients, doctors and caregivers prefer to use MyHealthCloud to view their medical reports" is addressed by Q5: "It is very easy to view my medical reports on this app." This has a mean value of 81%, with the average score 5.7/7 and median score of 6/7.
With this result we conclude that the majority of participants in this study prefer to use MyHealthCloud to view their medical reports. Individual scores are provided in Figure 5 .
Assessment of Hypothesis H2
The second hypothesis: "Patients, doctors and caregivers prefer medical reports self-management with MyHealthCloud" is addressed by Q6: I would prefer to manage my own medical reports with this app. This has a mean value of 80%, with the average score 5.6/7 and median score of 6/7.
Based on this result, we conclude that the majority of participants would prefer to manage their medical reports with my MyHealthCloud. Individual scores are provided in Figure 6 . 
Assessment of Hypothesis H3
The third hypothesis: "MyHealthCloud improves communication and connectivity between patients, doctors and caregivers (including receiving and sending of patient medical health reports and a novel emergency contact to a doctor or friend" is addressed by Q7: "I like the way this app lets me communicate with doctors and caregivers". This has a mean value of 76%, with the average score 5.35/7 and median score of 5/7.
Based on this result, we conclude that participants feel that MyHealthCloud improves communication and connectivity between patients, doctors and caregivers. Individual scores are presented in Figure 7 .
Summary
The UMUX mean score for Q1, Q2, Q3, and Q4 answers is 82%, meaning that most of the participants found MyHealthCloud a useful and easy-to-use mobile medical application rather than a frustrating experience. All the values are above 70% with a margin of error less than 0.5 and standard deviation less than 1.0, supporting the validity of the UMUX results. The additional three questions support the hypotheses with the participants' mean score of 5.7, 5.6 and 5.35 out of 7.
Participants' comments and observations made during the debriefing questionnaire include enthusiastic comments on the system and their willingness to have such a system in place and at their disposal. Following are some of the valuable feedback from the participants:
• This app has great potential.
• It's really super friendly.
• • There should be specific timing set for sending messages to the doctors for the integrity of their privacy.
• There should be an alternative option to add a new contact when sending a report.
•
Encryption and Security of Data must be the foundation of the app to keep the data secure from hacking.
Based on the results obtained using UMUX and the other questions, we have demonstrated that MyHealthCloud is a useful tool for users who are looking forward to manage their own medical history in the form of EHRs on a mobile device. This, combined with the positive comments and suggestions from users of the MyHealthCloud tool, warrant further investigation of such applications to be used in Healthcare.
CONCLUSIONS
In this paper, we proposed a new mobile-cloud-based approach and tool for patients to view and self-manage their medical test reports, developed a prototype, and conducted its usability testing. We analyzed the different tasks performed by the participants during the study. Results of the empirical study allowed better understanding of the users, their work, and their needs and preferences, and fine-tuning of MyHealthCloud accordingly.
The findings demonstrate that participants prefer to use MyHealthCloud to view their medical reports over paper-based reporting. Moreover, medical report self-management with MyHealthCloud was preferred by the majority of the participants, as compared to conventional paper records. Furthermore, the participants agreed that MyHealthCloud has the potential to improve communication and connectivity between patients, doctors and caregivers, as compared to the conventional coordination of healthcare. This, combined with the positive comments from users of the MyHealthCloud tool, warrant further investigation of such applications to be used in Healthcare. The anticipated significance of this research contribution includes:
• The expectation of having EHR data delivered at low cost has the potential to result in significant cost savings across the health care system.
• The advantage of managing EHR data quality on mobile devices, including 24/7 EHR data availability to patients and health professionals. This will facilitate the usage of EHR data for decision-making purposes.
• The current trend towards restoring patient control over the quality of their EHR data will allow health professionals to make better clinical decisions with ready access to the full medical histories for their patients.
In the future this research will identify and tackle the security issues of EHR data as well as the privacy issues related to visualization of the data on mobile phones [11, 12] .
